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INTRODUCTION TO CRYPTOLOGY - VI 

c by ^ (william f. frieeman 



This lecture, the sixth and last In this series, deals vlth cryptology In 



the period from the end of World Vfar I to the end of World. War II (Unclassified 



material 



I. The emphasis In this lecture Is upon communications security 



(CCMSEC) not only because In the five preceding lectures the 



is is was placed 



very largely upon communications Intelligence (CCMINT) but also because a It l 



not as spectacular as COUHtt, (CCMSEC) In the final analysis! is really more vital 






to National Security than C CM 1ST . 

* * & V* ¥* H 

-TV will perhaps recall t^at In the very first lecture In this series refer- 



V 



V®' ence was made to the vdle that CCMUm (or "Magic*) playedSnot cnly^dn the events 



preceding 



mese sneak attack on Pearl Harbor but^also in the military, naval. 



and ajtt operations which followed that attack: This Is not the place nor is there 



time to go into the complex problMfls involved in an attempt to ascertain the names 



of the persons and to fix uponvthem the TblAme for \ej 



fugbt by si 



»e. Mil- 



lions of 



have been published oh this subject and \ do not propose to add to 



that volmlnous literature whatever thoughtsNl may have thereon. 



r. You will recall that In 



< 1 *. jrfoi. V\ J)*«a<v»v&er I9A6 - a ofy TlMG 

tout attention an article which appeared.and which 1 



the first lecture I called to your attention an article which appeared^and which wae 
based upon a lettervthe late General George C. Marshall, then Chief of Staff of the 



Army, wrote to Governor Thomas E. Dewey, Republican candidate for President in the 

Vie**. *Aj cv. ^tic&uL c* A&o-ww oSa^> oX " ^ 

194U election campaign.* In that letter which wbb written on 27 Sept. 19^-, General ^ 



Marshall practically begged Governor Dewey to say nothing during the campaign about 



a certain piece of very vital Information which General Marshall had reason to believe 



^C6JTmu&< waK» wiAU^ 

Ip* Z> j3u&. ^ 
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Oils, the sixth and final lecture In this series an the history of 

cryptology ■will he devoted to a presentation of events and developments of 
y a 



significance or importance In that history frcm the end of World War I to the 



end of World War II. 



It would he entirely too ambitious a project even to attempt to compress 



within a lecture of only $0 minutes all that should or could he told in that 



segment of our history of cryptology. In a nutshell, however, it can he said that the 



most significant and Important events and developments during that quarter of 



a century were directly concerned or connected with the advances made in the . 



production of more complex mechanical, electrical^ and electronic cryptographic 



more 



t*. erAa* Jte M acAfefcAa. •£ »u*. DM* 

apparatus^ and -with the concomitant advances in the production of more 

artb* h> 

sophisticated mechanical, electrical end electronic^apparatuB^ far .t h e ■ * 

01% iHokli 1{«. ii iiii w « afru< 

ratoMm^sJ *he mssaagsc produced hy pneifV increasingly complex cryptographic 



iecv increasingly complex cryptographic 



machines. Hiese two phases are inter-related because, to use a shrtcof simple 

fr&ve*4£ W AmuaraC 

analogy, cryptography and cryptanalysis represent the J?«* faces of a single 



coin. d a X jd£ 
* 



•BLvufiiLd 1 






he nice if I could go 



into detail in regard to these 



increasingly complex matters hut security considerations prevent my doing so. 



As to I9R advances in the development and use of more cew. 



sophisticated cryptographic apparatus I will only note at this point a comment 



which General CknsT Bradley makes in his quiet hut very Intersting hook entitled 



A Soldier's Stc 



\^< New York: Henry Holt and Co., 1951* page Vflu 



la 



fl 
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Signal Corps officers like to remind, us that "although Congress 
can make a general, It takes communications to make him a commander.” 



It Is . 



to amend General Bradley's remark hut this 



Is hOv I -wish he had vorded It: 

Signal Corps officers llkt to remind us that "although Congress 
can make a general, It takes rapid and secure communications to make 
him a good commander. " ' ' ' 

This -will In fact he the keynote of this lecture. In other words, 
communications security, or CGNSBC, will he its main theme and the one I wish 

to emphasize. 

But before coming to that part of our history perh^js a bit more attention 
must he devoted to events and developments of cryptanalytic significance or 

Importance during the period 1918 to 1946. By far the moat spectacular and 

* 

Interesting of these are the one which were so fully end disastrously disclosed 
by the various Investigations conducted by the Any end Navy very secretly 
while World War H was still In progress^ azid both secretly and openly after the 
close of hostilities. Die Investigations were Intended to ascertain why our 
Army and Navy forces In Hawaii were caught by surprise by the sneak attack on 
Pearl Harbor by the Japanese an the morning of 7 December Qhey vereaalso 

Intended to ascertain and pin the blame on whoever was responsible for the debacle. 
I don't think I should even attempt to give you my personal opinion an these 
complex questions, which were studied by seven different hoards within the 
Services and finally by the Joint Congressional Committee an the Investigation 



of the Pearl Harbor Attack, I mentioned the latter Investigation In my first 



lecture and now 






add to what I then said. ^ 



Vbegan its workln September 



194? with secret hearings^ but on TO days subsequent to 15 November 194-5 up to and 
including 31 May 194-5 open hearings were conducted. In the course of which some 



-ib- 
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1^,000 pages of testimony were taken and a total of 183 exhibits received 



incident to an examination of 43 witnesses, ^fee Committee put out a final 



Report of 380 peges^to ntMwLjpsy a set of 39 volumes of testimony and exhihlts^v 

■° ' u%4/ As^C ; 

Report ^there^ws com byrthe Majority (signed by six Democratic and two 



Sk 



Republican members)^ and one by the Minority (signed by two Republican members). 



The Minority Report was not nearly as long as that of the Majority but It 



brought Into focus certain troublesome points which still form the subject of 
acrimonious discussions and writing^ who believe the attack was "engineered" by 



President Roosevel-^fluwi u* 

Tor Bhls jjiipto s y ^Interesting fact that both the Majority and Minority 
m b ar L* 



mikO nt**. 



Reports contain glowing tributes to the role played by COURT before and during 

C am . v«te n*Ai ot»9^, f .s*) ; 

our participation In World War IX. In my first lecture^! presented a brief 



extract In this regard taken from the Majority 



Report^ 



but here la what the 



Minority Report says an the subject^! 




6. through the Amy and Navy Intelligence services extensive information 
was secured respecting Japanese war plana and deslgngjby Intercepted 
and decoded Japanese secret messages, which indicated the growing 
danger of war and Increasingly after November 26 the Imminence of a 
Japanese attack. 



With extraordinary skill, zeal, and watchfulness the Intelligence 
services of the Axmy Signal Corps and Davy Office of Naval Ccmnunlcatians 
broke Japanese codes and Intercepted messages between the Japanese 
Government and Its spies and agents and ambassadors in all parts of the 
world and supplied the high authorities In Washington reliable secret 
information respecting Japanese designs, decision, and operations at 
heme, in the United States, and In other countries. Although there were 
delays In the translations of nany Intercepts, the intelligence services 
had furnished to those high authorities a large number of Japanese messages 
which clearly Indicated the growing resolve of the Japanese Government 
an war before December 7, 1941. 



^s /j aew - 5 e fr ' iWM fflonhnl ea ik J ae wi ai 



0 



J " +* 










a l l flint lug . fiw _ _ __ 
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Die Majority Report made five main ^>«nwiaa.HrnB ; of which the second 
Is of special Interest: 



That there he a complete Integration of Arnfcr and Navy Intelligence 
agencies In order to avoid the pitfalls of divided responsibility which 
experience has made so abundantly apparent; that upon effecting a unified 
intelligence, officers be selectedfSor intelligence work who possess the 
background, penchant, and capacity for such work for an extended period 
of time In order that they may become steeped In the ramifications and 
refinements of their field andemplpy this reservoir of knowledge In 
evaluating material received. Hie assignment of an officer having an 
aptitude for such work should not Impede his progress nor affect his 
promotions. Efficient Intelligence services are just as essential In time • 
of peace as In war, and this branch of our aimed services must always 
be accorded the Important role which It deserves. 

I assume that due note of this recommendation has been by the services 

A 

but how far it has been possible and practicable to Insure that the recommendation/ 



btm been carried out or will be I do not know. In this connection I think It 



may be of Interest to cite what the distinguished commander whom I have already 
mentioned. General Ctamr Bradley, has to say on this point 



In their Intelligence activities at Allied Farces Headquarters, the 
British easily outstripped their American colleagues. Hie tedious years 
of prewar studies the British had devoted to areas throughout the world 
gave them a vast advantage which we never overcame. Hie American 
Any' a long neglect of Intelligence training was soon reflected by the 
ineptness of our Initial undertakings. Far too many years In the preparation 
of officers for command assignments, we had overlooked the need far specialization 
In such activities as intelligence. It Is unrealistic to assume that every 
officer has the capacity end the Inclination for field command. Many are 
uniquely qualified far staff Intelligence duties and Indeed would prefer to 
denote their careers to those tasks. Yet Instead of grooming qualified officers 
for Intelligence assignments, we rotated them through conventional duty tours, 
making correspondingly little use of their special talents. Misfits frequently 
found themselves assigned to Intelligence duties. And In same stations 
G-2‘ became a dumping ground for officers 111 suited to line commend. I 
recall how scrupulously I avoided the branding that came with an Intelligence 
assignment In my own career. Hal it not been for the uniquely qualified 
reservists who so capably filled so many of our Intelligence jobs throughout 
the war, the army would have found itself badly pressed for competent 
Intelligence personnel. 

Have some of you pandered over the reason why an officer who reaches 



the highest level of command In an army, ours as well as In f orelgn axnd.es. Is 
^5/ called a "general officer" or 'beneralj^ it la because he Is supposed to have 




IB 

1-L 



f. 



f. 



-ct W6 



pj£*JL 



wit 



^ COvnA. u*^ Vt JwS ftJL* — '&4 



«^V^L ftwjfWiitig'ju Aw«- jfr&S- 



■ pli eafte d lmilBO H D^ e f^ < ^ yptology as applied In modern 

ft* jh? BCyjapfc ^> a^Ua^ ^*a*. 

But let us leave them* speculations^ Interesting as they may be, and u > 

A ^ t un J * »U? Um jlC*. jp*«tr> 



continue with our history^- Let us first dispose of certain comments in the 



COURT 

C«.’r 



*e*. 



TWw.' 



"ffts. 1 >a*C*/**ml J^v*. slUW'lu 

'rv\l£J^fcA-« , v%4um0 } a~*!? a*-r* 
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bad become known to Governor Dewey, It having been "leaked" to bin by persons not 



authorized to disclose it. The information dealt with the fact that the U. S. had 



-SbjjvX. 



been reading Japanese codes and cipher even before the attack on Pearl Harbor. The 
A 



vital point which General Marshall wanted to convey to Governor Dewey waB that not 



only was the information which had Burrepfcitously been given to Governor Dewey true 



m ■ x n i_ 



but more important were the^facts^ that (l) the war was still in progress; ( 2 ) the 



Japanese were still using certain of the pre-Pearl Harbor cryptosystems; and ( 3 ) 



the U. S. was still reading the secret communications in these systems sb well as 
certain other enemy communications. Therefore, it was vital that Governor Dewey 



not use the information which had came into his possession as to our reading Jap- 

uaa/i & fLu+u. iP 

■ /u. J &h p 

V an ese secret communications prior to the attack on Pearl Harbor^. 1 said in that 



first lecture that 1 might later give further extracts from TIME'S account and, te 
continues the extracts p o i nted on p a g es Oi * 1 ! ead r j o f the first - iecfciir e^ here 



they are: 



^General Marshall had a long series of bad moments after U. S. 
flyers, showing a suspicious amount of foresight, shot down Admiral 
Yamaoto's plane at Bougainville in 19^3* Gossip rustled through the 1 
Pacific and into Washington cocktail parties; General Marshall got to 
the point of asking the FBI to find an officer "who could be made an 
example of." (The FBI, fearful of looking like a Gestapo, refused). 



* Once a decoder was caught in Boston trying to sell the secret. 

Once, well-meaning agents of the Office of Strategic Services ransacked 
the Japanese Embassy in Lisbon, whereupon the Japs adopted a new code 
for military attaches. This code remained unbroken more than a year 
later^y The worst scare of all came during the 19^ presidential campaign, 
when George Marshall heard that Thomas E. Dewey knew the secret and 
might refer to it in speeches. 

Yet for all these fearB, the Japs never discovered that the U. S. 
web decoding their messages. Even after the surrender, the Army still 
used Magic as a guide to occupation moves; though it had once been planed 
to send a whole army into Korea, Magic shoved that a single regiment 
would be enough. 



SECBET KEPT 



The letter, on stationery of the Chief of Staff's Office, bore a bold 
heading: TOP SECRET, FCR MR. DEWEY'S EYES ONLY. Candidate Thomas E. Dewey, 

his curiosity piqued, read rapidly through the first two paragraphs: 

> h/ ftp, § a^taa. .feifl - aAouXT ftx a ^ 

JfP a&t rvifc- . — ' Vv.fIFI 
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*1 am writing you without the knowledge of any other 
person except Admiral King (who concurs) because we are 
approaching a grave dilemma in the political reactions of 
Congress regarding Pearl Harbor. 

What I have to tell you below is of such a highly 
secret nature that I feel compelled to ask you either to 
accept it on the basis of your not communicating its con- 
tents to any other person and returning this letter or not 
reading any further and returning the letter to the bearer . J 




Tom Dewey looked up from the typewritten page. As he did the word 
cryptograph, a few paragraphs below, flashed into his vision like a red 
traffic light. He made his decision quickly, folded the letter, handed 
it back. Colonel Carter W. Clarke (in mufti), who had flown from VfeBh- 
ingtan to Tulsa to catch up with Tom Dewey's campaign, went back, his 
mission uncompleted. Vtaj&i a* ^**Xa*%jl* a^CoBawiJt Ctax4k 



"yOU HAVE MY WORD. " It was September 19^. The campaign train 
rolled up through the Midwest, returned to Albany. A few days later 
Tom Dewey received another visit from Colonel Clarke^v 



The Colonel, again in civilian clothes handed over another letter 
from General Marshall. The General had changed his mind somewhat: 

"I am quite willing to have you read what comes here- 
after with the understanding that you are bound not to com- 
municate to any other person any portions on which you do 
not now have or later receive factual knowledge from some 
other source than myself . . . You have my word that neither 
the Secretary of War nor the President has any intimation 
whatsoever that such a letter has been addressed to you . ." 

THE LOCKED FILE. This time Tom Dewey read on. As he turned the 
pages, he became the first man outside the high command to know the 
full story of "Magic" and what it was accomplishing in the War against 
the Japs (see above). The letter closed with a plea: 

"I am presenting this matter to you, far your secret 
Information, in the hope that you will see your way clear 
to avoid the tragic results with which we are now threatened 
in the present political campaign." 

Tom Dewey locked the letter in his files, vent back to his election- 
eering. Though he had known before that the U. S. had cracked the Jap 
code, had suspected that this information cast grave doubts on Franklin 
Roosevelt * b role before Pearl Harbor, he held his tongue. The Vfar Depart- 
ment's most valuable secret was kept out of the campaign. 

MEETING AT A FUNERAL. Recounting this story at the Pearl Harbor hear- 
ing last week, General Marshall recalled that he and Tom Dewey never dis- 
cussed the matter in person until they met at Franklin Roosevelt's funeral 
last April; "I asked Mr. Dewey to come with me to the War Department and 
I showed him current Magic showing Japanese movements. His attitude was 
friendly and gracious." 

Had Marshall ever told Franklin Roosevelt of the letters to Dewey? 

Said Marshall: "The President died without knowledge of it." 

SECRET LOST 

The Pearl Harbor Committee blithely tossed away one still -secret U. S. 
Government weapon. George Marshall's letters to Governor Dewey (see above) 
mentioned that the U. S . , with the help of the British, had decoded German 
as well as Japanese messages, George Marshall begged the Committee to cut 
out these references. The Committee refused. 

Publication of the letters thus gave the Germans their first knowledge 
that their code had been broken. It was also a breach of diplomatic confi- 
dence with the British, who had let the U. S. in on the secret on the under- 
standing that it would be kept. 
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The Marshall -Dewey correspondence is bo Important In cryptologic history that 

I feel that the whole of it should be Included even in this brief history. When 

the letter waB written it was, of course, TOP SECRET and it was only under great 

pressure tat- certain members of the Joint Congressional Committee ea-tha. lavsottg- 

il5» VR/ 

at ioa- eg -tha - Attach on ■ Pea r l - h arb or that General Marshall revealed the contents .«£ 



ttanhfrfrtem. Thus . th e - lott er came into the public domain not only on the very day 
laa^AcJl' ttL 

that General Marshall ^h ad f to place it in evidence — j^ ho - lott er caused a great" sen- 



sation In the newspapers — but alBO when the 2(0 volumes of the Hearings of that 



Committee were published 



and put on sale by the Super- 



intendent of Documents of the Government Printing Office. The disclosure of the 
contents of the Marshall-Dewey correspondence was indeed such a sensation that 



LIFE magazine printed the whole of it in its issue of 17 December, 19^5, with the 



following introduction: 

'^SaRSEA.LL -DEWEY LETTERS** 

CPEML TOLD CANDIDATE WE HAD BROKEN JAP CODE 

During the 1<?44 election campaign General George C. Marshall 
wrdte two letters to Republican Candidate Thomas E. Dewey, telling 
him that Army cryptographers had broken the Japanese "ultra" code. 
This fact was first revealed in a story by LIFE Editor, John Chamber- 
lain, which appeared in LIFE, Sept. 2k. Marshall's purpose, Chamber- 
lain wrote, was to foxtail Dewey's revelation of that fact In a pos- 
sible attack on the Roosevelt administration's Japanese policy before 
Pearl Harbor. The actual text of the letters remained secret until 
last week, when General Marshall appeared before the Congressional 
Conmlttee investigating Pearl Harbor and made the letters public. 

They appear below. 

When he had finished reading the first two paragraphs of the 
first letter, Governor Dewey stopped because, as the Chamberlain 
article reported^ "the letter might possibly contain material which 
had already come from other sources, and that anyway, a candidate 
for 'President was in no position to make blind premises." General 
Marshall sent the letter back again with an Introduction which re- 
lieved the governor of binding conditions. This time Dewey read the 
letter and after much thought and discussion decided not to make use 
during the campaign of any information he previously had. 




So far as 1 am aware it has neither been ascertained nor disclosed^ if known, who 
gave Governor Dewey the information . But it is a fact that as a patriotic citizen, 
he acceded to General Marshall's request — he made no use whatever of the vital secret 
information during the campaign or after it. TIME'S account specifically Btates that 
Dewey "held his tongue. The War Department's most valuable secret waB kept out of the 
campaign . " Si. »»wjr — W. f 7 . F! 



4 
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FIRST LETTER 
TOT BECHET 

(FOR MR. DEWEY"S EYES ONLY) 

2^ September 1944 

My Dear Governor: 

I am writing you without the knowledge of any other person ex- 
cept Admiral King (who concurs) because we are approaching a grave 
dilemma in the political reactions of Congress regarding Pearl Harbor. 

What I have to tell you below is of such a highly secret nature 
that I feel compelled to ask you either to accept It on the basis of 
your not communicating Its contents to any other person and returning 
the letter Or hbt reading any further and returning the letter to the 
bearer . 

I should have preferred to talk to you In person but I could not 
devise a method that would not be subject to press and radio reactions 
as to why the Chief of Staff of the Army would be seeking an interview 
with you at this particular moment. Therefore, I have turned to the 
method of this letter, to be delivered by hand to you by Colonel Carter 
Clarke who has charge of the most secret documents of the War and Navy 
Departments . 

In brief, the military dilemma resulting from Congressional polit- 
ical battles of the political campaign Is this: 

The most vital evidence In the Pearl Harbor matter consists of 
our Intercepts of the Japanese diplomatic communications. Over a per- 
iod of years our cryptograph people analysed the character of the mach- 
ine the Japanese are using for encoding their diplomatic messages. 

Based on this, a corresponding machine was built by ub which deciphers 
their messages. 

Therefore, we possessed a wealth of Information regarding their 
moves In the Pacific which In turn was furnished the State Department - 
rather than, as Is popularly supposed, the State Department providing 
us with Information - but which unfortunately made no reference what- 
ever to intentions toward Hawaii until the last message before Dec. 1 , 
vhlch did not reach our hands until the following day, Dec. 8. 

Now the point to the present dilemma is that we have gone ahead 
with this business of deciphering their codes until we possess other 
codes, German as well as Japanese, but our main baelB of information 
regarding Hitler's Intentions In Europe Is obtained from Baron Oshlma's 
messages from Berlin reporting his Interviews with Hitler and other 
officials to the Japanese Government . These are still In the codes 
Involved in the Pearl' Harbor events. 

To explain further the critical nature of this set-up vhlch 
would be wiped out almost in an Instant If the least suspicion vefce 
aroused regarding it, the Battle of the Coral Sea was based on de- 
ciphered messages and therefore our few ships were In the right place 
at the right time. Further, we were able to concentrate on our limited 
forces to meet their advances on Midway when otherwise we almost cer- 
tainly would have been some 3; 000 miles out of placed 

We had full Information of the strength of their forces in that 
advance and also of the smaller force directed against the Aleutians 
vhlch finally landed troops on Attu and Klska. 

Operations in the Pacific are largely guided by the information 
we obtain of Japanese deployments. We know their strength In various 
garrisons, the rations and other stores continuing available to them 
and what is of vast Importance, we check their fleet movements and 
the movements of their convoys. 

The heavy losses reported from time to time which they sustain 
by reason of our submarine action largely results from the fact that 

a v r ~ « 

S' 
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we know the sailing dates and the routes of their convoys and can 
notify our submarines to lie in wait at the proper point. 

The current raids by Admiral Halsey's carrier forces on Jap- 
anese shipping in Manila Bay and elsewhere were largely based in 
timing on the known movements ofb Japanese convoys, two of which were 
caught, as anticipated, in his destructive attacks. 

You will understand from the foregoing the utter tragic conse- 
quences if the present political debates regarding Pearl Harbor dis- 
close to the enemy, German of Jap, any suspicion of the vital sources 
of information we now possess . 

The Roberts' report on Pearl Harbor had to have withdrawn from 
it all reference to this highly secret matter, therefore in portions 
it necessarily appeared incomplete. The same reason which dictated 
that course 1 b even more important today because our sources have 
been greatly elaborated. 

As a further example of the delicacy of the situation, some of 
Donovan's people (the OSS), without telling us, Instituted a secret 
search of the Japanese Embassy offices in Portugal. As a result 
' the entire military attache' Japanese code all mfrer the world was 
changed, and though this occurred over a year ago, we have not yet 
been able to break the new code and have thus lost this invaluable 
information source, particularly regarding the European situation. 

A recent speech In Congress by Representative Harness would 
clearly suggest to the Japanese that we have been reading their codes, 
though Mr. Harness and the American public would probably not draw 
any such conclusion. 

The conduct of General Elsenhower's campaign and of all oper- 
ations in the Pacific are closely related in conception and timing 
to the information we secretly obtain through these Intercepted 
codes . They contribute greatly to the victory and tremendously to 
the savings of American lives, both in the conduct of current opera- 
tions and in looking toward the early termination of the war. 

I am presenting this matter to you, for your secret information, 
in the hope that you will Bee your way clear to avoid the tragic re- 
sults with which we are now threatened in the present political cam- 
paign. I might add that the recent action of Congress In requiring 
Arrqy and Navy investigations for action before certain dates has 
compelled me to bring back the corps commander, General Gerow, whose 
tmoops are fighting at Trier, to testify here while the Germans are 
counterattacking his forces there. This, however, 1 b a very minor 
matter compared to the loss of our code informat ion .Sz 

Please return this letter by bearer, I will hold it in my 
secret file subject to your reference should you so desire. 

Faithfully yours, 

G. C. Marshall 



SECOND LETTER 

r— 

’ - TOP BECH ET 

(FCR MR. DEWEY'S rc TEST ONLY) 

27 September, 19^ 



Mr Dear Governor: 



Colonel Clark^ my messenger to you of yesterday. Sept. 26, has 
reported the result of his delivery of my letter dated Sept. 25 • As 
1 understand him you (A) were unwilling to commit yourself to any agree- 
ment regarding "not communicating its contents to any other person" in 
view of the fact that you felt you already knew certain of the things 









(b 
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probably already referred to In the letter, as suggested to you by 
seeing the word "cryptograph," and (B) you could not feel that such 
a letter as this to a Presidential candidate could have been addressed 
to you by an officer in my position without the knowledge of the Presi- 
dent. 



As to (A) above 1 am quite willing to have you read what comes 
hereafter with the understanding that you are bound not to communi- 
cate to any other person any portions on which you do not now have 
or later receive factual knowledge from some other source than myBelf . 

As to (B) above you have my word that neither the Secretary of thr nor 
the President has any Intimation whatsoever that Buch a letter has been 
addressed to you or that the preparation or sending of such a communi- 
cation was being considered. 

I assure you that the only persons who saw or know of the existence 
of either this letter of my letter to you dated Sept. 25 are Admiral 
King, seven key officers responsible for security of military conmnini- 
catlons, and my secretary who typed these letters. 

1 am trying my best to make plain to you that this letter is 
being addressed to you solely on my initiative. Admiral King having 
been consulted only after the letter wbb drafted, and I am persisting 
in the matter because the military hasards Involved are so serious 
that I feel some action is necessary to protect the interests of our 
armed farces. 

(The second letter then repeated substantially the text of the 
first letter except far the first two paragraphs ) . 



LIFE failed to note that the last two sentences in the penultimate paragraph 

of the "First letter" were omitted from that paragraph in the "Second Letter," but 

* 4y 

there is no explanation far the omission. Perhaps it was simply far the sake of 



brevity, but this seems Improbable. 



In my first lecture fa»X>tJSfvBa\yaecdsitoa4 JtauanaJ. J to.* ^ ttuted u^ ^ 



I called attention to the fact that the account given in the TIME Article gives 



credit to Army jftryptanalyBts for providing the secret communications intelligence 
"which enabled our Davy to win such spectacular battles as those of the Coral Sea 
and Midway, and to waylay Japanese convoys," whereas the credit for the communi- 
cations intelligence which enabled our Navy to win these battles was produced by 
Navy cryptanalysts. One cannot blame the editors of TIME far making such a bad 

error because the source of the error can be traced directly to Marshall's letter 

A 



itself. Several years ago I asked by friend Colonel Clarkf^who had carried General 



Marshall's letter to Governor Dewey and who was at the time a high level officer 



u, .. w.r(=r 

- 1 - 



■*ar 
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In G-2, how such an error had crept Into General Marshall's letter, and was told 
that the letter which had been prepared for General Marshall's signature did not 
meet with the General's whole-hearted approval and that the General himself had 
modified it. Perhaps that is hew the error to which I have referred crept into it, 
£tafr4dbtAe&. One could hardly expect General Marshall to be entirely familiar with 
the technical cryptana lytic details Involved in what he wanted to tell Governor 



Dewey, nor should one criticise him for not being able, in his very busy days and 
under very heavy pressure of events, to bear in mind or even to know about the dif- 
gerences between the enemy systems worked upon by the respective and separate Army 
and Navy cryptanalytlc organizations. Zt is of course possible. Indeed it may be 



BBobable , th at c e rt a i n CCHBB? wegawdtog the Batt les - o f th e Coral Pea a ndref Mid w ay 
1 A+sifidL cAte, oft 

a a - we ll as oth e r important naval operations .came from messages read by Army crypt- 
A A 

analysts, and this Ae what confused General Marshallj^ji— C x*Jb£- 

^ Since the period during which the disclosures of the Joint Congressional In- 



vestigation were made, disclosures which were disastrous so far as concerns the 



Important accomplishments of the two services before and after the Pearl Harbor 



,n 



attack in the field of communications intelligence, and much^less} has been written 



rf^less)] 



and is now in the public domain regarding those accomplishments , but fortunately 
no technical details of significance have been disclosed. Hints here and there 



are in abundance in the many books and articles that have been published by U. 8. 



writers since the end of World War II; but more than hints of the great part played 
by COURT in U. 8. military and naval successes are to be found in books and articles 
published by American officers as well as by officers of the beaten Japanese, Ger- 
man, and Italian armed forces. Time does not permit citing in this lecture many 
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of these hints or definite statements, but the following two are of particular in- 
terest because they concern the Battle of Midway, which is considered the one which 
turned the war in the Pacific from a possible Japanese victory to one of ignominious 



defeat: 



t<%3l 



If Admiral Yamamoto and his staff A vere vaguely disturbed by the 
persistent bad weather and by lack of information concerning the do- 
ings of the enemy, they would have been truly dismayed had they known 
the actual enemy situation. Post-war American accounts make it clear 
that the United States Pacific Fleet knew of the Japanese plan to in- 
vade Midway even before our forces had sort led from home waters. As 
a result of some amaslng achievements by American intelligence, the 
enemy had succeeded in breaking the principal code then in use by the 
Japanese Navy. In this way the enemy was able to learn of our inten- 
tions almost as quickly as we had determined them ourselves. 2 

4*- -K- 

The distinguished American Naval historian. Professor Samuel E. 
Morlson, characterizes the victory of United States forces at Midway 
as "a victory of intelligence. " In this Judgment the author fully 
concurs, for it is beyond the slightest possibility of doubt that Ihe 
advance discovery of the Japanese plan to attack was the foremost 
single and immediate cause of Japan's defeat. Viewed from the Jap- 
anese side, this success of the enemy's intelligence translates itself 
into a failure an our part - a failure to take adequate precautions 
for guarding the secrecy of our plans. Had the secret of our Intent 
to invade Midway been concealed with the same thoroughness as the plan 
to attack Pearl Harbor, the outcome of this battle might well have been 
different. But it was a victory of American intelligence in a much 
broader sense than Just this. Equally as Important as the positive 
advancements of the enemy's intelligence on this occasion was the y 
negatively bad and ineffective functioning of Japanese intelligences^ 



It is the second extract above which is of special interest to us at the moment, 
and, in particular, the portion which refers to "the negatively bad and ineffective 
functioning of Japanese Intelligence.” The JcJptdwee author ls^a bit too severe on 



the Japanese intelligence organization. I say this because their cryptanalysts were 



, 



up against much more sophisticated cryptosystems than they k n ew nr were qualified to 



solve. In fact, even if they had been extremely adapt in cryptanalysis it would 
have been of no avail - U. S. high-level communications were protected by crypto— 



systems of very great security. 
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This brings us to a phase of cryptology which is of highest importance - the 

phase which deals with communications security, or CCMSEC, and 1 shall confine my- 
t ij*>JLofrnauX / wX ***** 

self largely to lts^nistorical background in theyUr- 9* . Armed Forces. The background 

is a very broad one because it should Include the background of the developments of 

each of the three components of CCMSEC$ A (Zryptcweaurity, ^transmission security, and 

& 

^physical security of cryptcmaterials . But since time is limited and because I think 
you would be more Interested in the phases pertaining to cryptosecurlty, I will omit 
references to the hl ste wy eff the other two components. And even in limiting the data 



to cryptosecurity, I will have opportunity only to give some of the highlights of 



the development of the items that comprise our cryptcmaterials, omitting comments 

A 

on the history of the development and Improvement of our techniques, procedures and 
practices, all of which are extremely important. 



X, shall begin the story with a definition which you will find in any good Eng- 
lish dictionary, a definition of the word "accident." You will get the point of 
what may seem to you right now to be merely another of my frequent digressions from 



the main theme, but if it be a digression 1 think you will nevertheless find it of 
interest. The word "accident" in Webster's Unabridged Dictionary is defined as 



.follows: 



1. Literally, a befalling. 

a. An event that takes place without one's foresight or expectation; 
an undesigned, sudden, and unexpected event. 

b. Hence, often, an undesigned and unforeseen occurance of an afflictive 
or unfortunate character; a mishap resulting in injury to a person 
or damage to a thing; a casualty; as, to die by an accident . 



There are further definitions of the word but what I've given 1 b sufficient for our 
purposes . But why define the word? What has it to do with CCMSEC ? 

During our participation in World War Ilythe President of the Halted States, acccm 



^ez^ } «wA Teton'A^. 

‘TrwikA^W»^ ) >V.flL<tt^, j dUfc<L €*Vt£u!Uw/ 




panied by many of his highest -level assistants , journeyed several times half-way 

r\ 



Oj*& 



around the world. He 



■VMlA^WW %JL- TM\/ >t^Uy < 



O u " i'i 

A journeyed in safety— y^» met with 3ta accident^ On the other 



hand, in April 19*0, Admiral Isoroku Yamamoto, Commander in Chief of the Combined 

to tc. 

Fleet of the Japanese Navy started out on what was just an ordinary inspection trip 

a ^ 



■R.OWV. )'leJt£A. a. g-otndL ^c%ZutJC 
• the-Adair e A-r- ms-tisath w a s ann o unce d- 4 a 
UJ^VO <CO«tA /Hifl. UAA&-djLdts Ov~> Ha^'Ao'I. yj tO U/M> O*V<IV0U4VC«J>- 

an official Japanese Navy coramuniqul' stating that the Admiral' had met a glorious end 



but it turned out to be a one-way trip for the Admiral 

A “ 



Lm* 



while directing operations in a naval engagement against superior enemy forces. 






But we know that this was simply not true; Admiral Yamamoto "met with an accident?^ /fc 

But some bright person^ it was the late Jimmy Vfelker, when Mayor of New York City r" 

JunAvuu 

who said that "accidents don't just happen — they are brought about." a Nb? 0 
W aStifoultL, C*ua*_ *» 

Admiral Yamamoto did not die jiOQpty by accident; he died because our Navy knew the 
A 

l>«4^ 

schedule of his trip down to the. last detail so that it was possible to set up an 

A 

ambush with high degree of pQajti&le success. Here is the story- as told in an inter - 
* esting manner by Fleet Admiral William F. Halsey, U. S. N., — 

I returned to Noumea in time to sit in on an operation that 
was smaller but extremely gratifying. The Navy’s code experts had 
hit a jack pot; they had discovered that Admiral Isoroku Yamamoto, 

The Commander in Chief of the Imperial Japanese Navy, was about to 
visit the Solomons. In fact, he was due to arrive at Ballale Is- 
land, just south of Bougainville, precisely at 09^5 on April 18. 

Yamamoto, who had conceived and proposed the Pearl Harbor attack, 
had also been widely quoted as saying that he was "looking forward 
to dictating peace in the White House at Washington." I believe 
that this statement was subsequently proved a canard, but we accepted 
its authenticity then, and it was an additional reason for his being 
No. 3 on my private list of public ' enemies , closely trailing Hlrohito 
and To jo. 

Eighteen P-38's of the Army's 339th Fighter Squadron, based at 
Henderson Field, were assigned to make the interception over Buln, 

35 miles short of Ballale. Yamamoto's plane, a Betty, accompanied 
by another Betty and covered by six Zekes, hove in sight exactly on 
schedule, and Lt. Col. Thomas G. Iamphier, Jr., dove on it and shot 
it down in flames. The other Betty was also shot down for good mea- 
sure, plus one of the Zekes. ... We bottled up the story, of course. 

One obvious reason was that we didh't want the Japs to know that we 



Admiral Halsey's Story , McGraw-Hill, New York, 19^7, pp. 155-157* 
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bad broken their code. . . . Unfortunately, somebody took the 
story to Australia, whence It leaked Into the papers, and no 
doubt eventually into Japan .... But the Japs evidently did 
not realize the implication any more than did the tattletale; we 
continued to break their codes. 



Admiral Halsey's Story contains a good many more instances of cryptologic 
significance and interest to us. Other authors, both American and Japanese cite 
similar instances. One Japanese author states in categorical language that Japan 
was defeated because of poor CCMSEC on the part of the Japanese Navy and good CCMIRT 
on the part of the American Bavy. 



But lest you get the impression that enemy intelligence agencies had no suc- 
cess at all with secret communications of U. S. Armed Forces, let me tell you that 



they did have some success and in certain Instances, very significant success. 

o 

There is not time to go into this somewhat disappointing or dies lllus ^ping state- 



ment but I can say that as a general rule the successes were attributable not to 

technical weaknesses in U. S. cryptosystems but to their improper use. of certain 

A 

OmA/ 

low-level ones, by unskilled^es improperly or insufficiently trained cryptographic 
clerks . I may as well tell you right now that this has been true for a great many 
years, for centuries as, a matter of fact, because as long ago as the year 1605 



Francis Bacon, who wrote the first treatise in English on the subject of cryptology. 




This Arte of Cypher Inge, bath for Relative, an Art of Dlscypher - 
lnge; by supposition unprofitable; but, as things are, of great use. 
For suppose that Cyphars were well mannaged, there bee Multitudes of 
them which exclude the Di aypherer . But in regarde of the rawnesse 
and unsklllfulnesse of thebandes, through which they passe, the 
greatest Matters, are many times carryed in the weakest Cyphars . 



When electrical and particularly radio transmission entered into the picture 



additional hazards to comnunlcatlona security had to be taken into account, but 
many commanders have failed to realize how much A Intelligence can be gained merely 




AeuvHUM' 
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from a study of the 

/uul*o fiudjfeib) 
jflrnmmi&ttioaay the 









procedures used in ^^transmission^ the direction and flow of 
call signs of the transmitting and receiving stations, etc.. 



UWIC 



all without solving the ccnmunicatlans even If they In cryptic form. Follow - 
lug are ^ goup le -ef extracted from a document entitled German Operational Intelli- 
gence, published in April 19W> by the German Military Document Section, a Combined 



British, Canadian, and U. S. Staff: 



C/U.fc., &OVAMUHMX# CoMndrJ 

Signal intelllgence^was a chief source of information In the 
German Army. In the eastern theater, where there was offensive 
warfare primarily, the signal Intelligence service was well -organ- 
ized with well-defined purposes, efficient personnel, and adequate 
equipment. In the course of the campaign, It was reorganized to 
exploit to the fullest the success already experienced, and, by 
19 ^ 3 * there existed a complete and smoothly functioning machine 
sufficient to meet all demandB.'** (B. 6) 

* ** * T 






Most of their signal Intercept success came from low echelon 
traffic. Armored and artillery radio nets passing operational traffic 
were followed closely and were one of the chief sources of signal 
intelligence. Artillery radio nets were given first coverage priority. 
Apart from messages Intercepted in code or in clear, signal procedure, 
peculiarities of transmitting, and characteristics of Allied radio 
operators provided enormous assistance in helping to evaluate signal 
information. The Germans noticed that call signs were often the same 
far a unit over long periods and that even frequencies remained un- 
changed for weeks at a time. C^-4.) 



f'“ Much tactically important information was drawn from the enemy'' 
\ Air Force liaison net. It, was assumed that an Independent net served 
! all Air Farce liaison off leers attached to the. various headquarters 
/ and once one of thesdstatlons had been picket! up and identified, it 

! could be used Jo'^race all other stations over a considerable area. 
Air Force traffic dealing with bombing targets was intercept 'd by 
Air Fmoeunlts, and was sent thpetigh liaison channels to Western 
Theater Command. From here, pter a network golng^aawn to divisions, 
the information would he fjLa'shed to all Army formation' headquarters . 

| Receiving Bets at all levels, including division, were tuned in ccn- 
[_tinually to this broadcast frequency." (F^o) 



Jfa|| ^Importance of Signal Intelligence During the Normandy Invasion ; 



During the invasion, the G-2s in the West drew about 60 per cent 
of the operationally Important information from signal Intelligence. 
The remaining to percent was derived from all other fields of intel- 
ligence. The amount of information decreased during the months of 
mobile warfare. During the retreat, although the possibilities of 
obtaining information became less frequent, the amount of Information 
from signal Intelligence remained high. Most of the information was 
deduced from the organization of enemy radio traffic networks, from 
decoded messages, and frem the radio nets of the enemy Air Force lia- 
ison officers who were attached to ground troops. Based upon this 
information the evaluation center of signal Intelligence often came 
to conclusions which, at firBt, sounded hypothetical to the opera- 
tional command and were therefore doubted. In 90 percent of all these 
cases the events verified the signal intelligence information so that 
eventually more .credence was given to its conclusions." fp.z. 2 ,^ 
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A great many examples of intercepted messages of tactical content are cited 
in the aforementioned document, which is replete with Information of deep Interest 
although the document was originally Issued with the lowest security classification 
then in use (U. S. "Restricted"} British -Canadian "Tor official use only 11 .) I wish 
there were time to quote at ^greater length from this useful brochure. 

Coming directly now to the history of the development of our crypt omaterials 
themselves, I hardly need reiterate what was pointed out in previous lectures as 
to the profound effect of the advances in the science and art of electrical commun- 
ications in the 20th Century. Those advances had a direct effect upon military 

communications and an indirect effect upon military cryptology. Band-operated ciphers 

■ 

and, of course, codebooks became almost obsolete .wfrt h the need 

t A 

^tco«vlo£vuu 4 ) /MW 0U1V 

cryptographic operations .to match as much as possible the very great increase in 

A 

■ 

the speed of ccmnunicatlons brought about by inventions and improvements in electric mjVu* 



f oiUreater A speed of 




14+15 
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Until tiie advent of electronic cipher mahcines most cryptographic apparatus 

*jfts0/bs 

and devices were built upon or around^clrcular rotating members cipher 

shads, cipher disks, etc. ff ha v e ry ear l i es t of el s e the eerllest^plcture of 
VL AtVtC&i 

such ^I s k s appears In a treatise by an Italian cryptologlst named Alberti whose 

Trattatl in Clfra vas written in Rome about 1470. It is the oldest tract an 

cryptography the world now possesses. Here's a photo of Alberti's disk (Fig. 6) f 

but I won?t take the time to explain It except to say that the digits 1, 2, 3, 4 

jrO CtSBL g-owv fa 1€t, L 

were used to encipher code groups and that the letters of the cipher or 

1^63 In Naples, there appear several cipher dlsks^end In the copy which was 

fl&L 

given me as a gift by Colonel Fabyan they are in working condition. Here Is a 

A 

piotfcre of one of them (Fig. 7) • In this version the device uses symbols as 
cipher characters. And apparently nobody thou g ht up anything much better for a long 
long time. It seems, In fact, that not only did nobody think anything new or even 
some Improvements on the orglnal Alberti or Porta disksjbut those who did any 
thinking at all an the subject merely "Invented" or "re-invented" the same thing 
again, and that heppended repeatedly In successive generations . For Instance, In 

ir 

Lecture No. ^4 of this series ypu vere shown a picture of the cipher disk "Invented" 
by Major Albert fyyer, the first Chief Signal Officer of the U. S. Arny^vho 
obtained a patent on his invention In 1865. Here's a picture of the patented 
disk (Fig. 8) and the explanation of Va (Fig. 9) • AM* Vou n^H remember that 
signalmen of the Confederate Signal Corps mechanized the old Vlgenere Square and 
put It out In the form of a cylinder (see Figs. 13, 14 and 19 of Lecture No,. IV ) . 



The cipher disk used by the Signal Corps of the U. S. Any during the decade 



0WIS 






1910 to 1920, that Is, during the period Including World War I, vas nothing but 

16 N 
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y 

•white celluloid Variation of the original Alberti disk of the vintage of 1470 



Su 



(except that It was even simpler tty 6 mits progenitor^ because In the latter the 



cipher alphabets produced were mixed alphabets whereas, in the Signal Corps 



disk^the cipher alphabets are single reversed standard sequences . We all know 



that It generally takes a pretty long tine to get a patent through the 



U. S. Patent Office, but In 1924 the ancient device was 



patented In 1924 by S. H. Huntington^ (Fig. ll). Here you can see a great 



Improvement over the Signal Corps version— a blank la added to both sequences 60 

a-j^iANrrrL ^ p duCA. 

that the space between words could be enciphered. as you have learned, la 



a fatal weakness If seen In the cipher text; in the Huntington device the spaces 



between words would be enciphered but the cipher text would hove space signs. 



although 'they would not correspond to the actual spaces between words In the pl ain 



text 







CL* 

UJVuJyi &***] 



Ocfewly n UWtA. 

it (jn Austria In 1936 , during \he days 



5 the days when the 




German National Socialists were banned as an organization the Nazis used this 

1 

variation of the old disk— It had the 10 digits an both the outer end the inn»r 



sequences far enciphering digits (Fig. 12). 



Bie first significant Improvement on the old cipher disk was that made by 

1 1~ ^ 



Sir Charles Wheatstone, who -i nve nted: some time before 1879 a cipher device which 

~t&. A 



he called a Cryptograph ■ He described It in a volume entitled ^Bxe Scientific 
Papers of Sir Charlea Wheatstone?^ published by the Physical Society of London. 



Here Is a picture of Wheatstcnla devicey' which la In my private ecollectian (Fig. 13)- 
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What Sir Charles did vas to make the outer circle of letters (for the plain text) 



comprise the 26 letters Of the alphabet^plus one additional character to 



represent "space." Die Inner circle, for cipher equivalents, contained only 







the 26 letters of the alphabet and these be disarranged In a nixed sequence. 

Two hands, like the hour and minute hands of a clock, were provided , under control 






of a differential gear mechanism, so that ^a- the long or "minute" hfcdd Is advanced 
to make a complete circuit of the letters on the outer circle of l e tter s an th e 

the short or ll houi p hand advances one space or segment 



i on the Inner circle. o f letters on the f tt oo of the crypt o g ra p h. In Fig. 13, for 

Grp = Ac* 

^ example, the plain text letter 0 Is represented by the cipher letter A, a If 





the long hand Is now advanced In a clockwise detection for one revolution, Gp 

jiff ir*r^‘ to ^a./u^!jk ^ A g 

will be represented no longer by Ac but by Gfe* In enclfhement the long band Is 

'A 

xjti 

i i ataB » B lnOVBd in the seme direction (clockwise, for example) and^is placed/^ Q 

^ -IJ OxJRZs eujotXa. AoCevAuio, k&L 

luJjTj T* the successive letters of the pha&n&tdxt message, the cipher equivalents being 



1 6 IT/ 

^ tjU H ^ 3 recorded by hand to correspond with the letters to which the short hand pointgjad* 






each encipherment. In this way, Identical letters of the plain text will be 



n , 



43 | represented by different end varying letters In the cipher text, depending upon 



* jJ^rhov many revolutions of the long hand Intervene between the first and subsequent 

iff. 



appearances of the same plain-text letter.. Correspondents must naturally agree 




upon the mixed alphabet used In the Inner circle and the Initial positions of the 



two hands at the beginning of the encipherment of a message. In decipherment, the 



lockwise. 



the cipher letter/ in the 



operator moves thejLong handj 

inn£e r circle, attdag the plain-text letter/ ^to wfai e h the long hand eaUa » 



in the outer circle. ^-**! **- 1&*r 






0_i_ <oA i ns C.,r~ D C 






SB B*= W B W i toUMG. 1 ’•nft ft 

T* 

During World War I, some time in 1917, the British Amy rescusitated 
" 18 
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Wheatstone 1 b cryptograph and Improved it both mechanically and cryptographically. 



Here's a picture of the device (Fig. lU)^ in which it will be seen that there are 



nov noil-anger the "minute" and '^our" hands but a single hand with an opening 

ttU. 



or window that simultaneously’ discloses both the plain 



and cipher letters. 

n A 



V 



' ^Owf Inner circle of s&gnent^ls^^uxtaposed In nn nnnmiTiwIniTnnnr against A th e ou ter 



circle of segment%/which are made of a substance upon which letters may be 



'written in pencil or in ink , J In this improv e ment on the original Wheatstone device 



both sequences of letters are nov mixed sequences. Making the outer circle 



also a mixed sequence added a considerable degree of security to the cipher. 



When it waa proposed that till the Allied armies use this device for field crypto- 



ccnmunicatlons and its security had been approved by British, French, and 



American crypt ologists (both at CSQ-ACT and at Washington) an opportunity to 



agree or disagree with the assessment of these crypt ologists was given me while 
jgaam still at tbs RLverbank. Imhe—tss’tan I was abt£ to show that the modified 
Wheatstone cryptograph was still Insufficiently secure far military purposes 
and the devices, thousands of which had been manufactured and issued, were 
withdrawn. If you are Interested in the method of solution I used you will find 
it in RLverbank Publication No. 20, entitled Several Machin^e Ciphers and Methods 

W 

4m *»tSbrJX 1923. 

for their Solutlonalg^8 . A better method of solution was devised by me^aose 



Jinny years Uter* end almost by sheer good fortune, I learned that a cipher 



machine was in the museum of a nnrtriln small town in Connecticuit named 

■t 

Hamden. I was Interested and wrote to the curator of the museum, requesting 

that he lend the device for a short period to me as principal cryptanalyst of 

the War Department. Imagine my astonishment and pleasure when I unpacked the 

box j aa t e c , and found a device, beautifully made and encased in a fine mahogany 
19 
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case, with lte Inventor's name, Dec lus Wadsworth, and the date, 1817, engraved on 

the face of the machine, which was nothing hub another version of the Wheatstone 

* 

Cryptograph®. Here's a picture of it (Fig. 15 ). ^ bolleaa the model was made 



by ELI Whitney. Mechanically it was similar to the British modlfication^except 
that the outer sequence hid 33 characters, the inner 26 , so that the differential 
gear Instead of operating on the ratio 27 to 26 was now on the ratio 33 to 26 . 



Cd&vx«2. 



Thus. Declus Wadsworth, 

A A 



10^0 



-rJ )' 

Colona3» am first Chief of Qrtiance£ 






t, had anticipated R1i»"Thnril — ■ Wheatstone by over 60 



years in this invention. He also anticipated the British^ by a whole century- 

in their modification of Wheatstone 'a original, because in the BBdsworth device. r "t&©, 

there was only one hand and both alphabets could be made mixed sequences. Oils 

is very clearly shown In Fig. 16 as regards to the outer sequence^ and 1 believe 

iftg. a eJ /tc be- tf* 

the inner one could also be disarranged but A I am now not sure as to this point. 

I returned the device a good many years ago and it is now on display In the 

ELI Whitney Boom of the New Haven Historical Society's Museum. 



Die next device I bring to your attention isghown in Fig. 17, a device 

Invented by a French Army reservist. Commandant Bazeries, who for same 10 years 
&uX> 

tried to get the French Army to adopt it. wrn n "nt* s irriy , fn»7"‘ ,a;i 

n ^ g - a»o 

a description of his device^ which he called hls A "cryptographic cyl inflrfeue , " 

Y^u ww**^ 

in a booh published In 1901 in Fttris.xr He had, however ^described his device 

in an article entitled "Cxyptographe a 20 rondelles— alphabets (23 leti^gb par J** 

alphabet J l," published in l 8 gi^^ In this device there is a central shaft on which 



Les chlffres secrets devoiles. 



W 

16 Coaptes Bendus, Marseilles, Vol. XX, pp. 160 - 165 . 
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can be mounted 20 numbered disks on the peripheries of which are differently adzed 

alphabets of 25 letters each. The dlsks^ame assembled en tHv» Klmftl'r in some 

P - **i 2 jpnCuK^*. dJ*k* 

prearranged or key sequence^ The first 20 letters of the plain text of a message 



..*1 






are^ aligned, as seen in Fig. 17 (JE SUIS 1BDBCEEFFBABLB = "I am indecipherable")^^*- 
and as cipher text one may select any one of the other 24 ffints' of letters. 



which are recorded. Then the next 



20 plain-text letters.de aligned, 

/V 



&*&*o>e4«L 

igoed^etc. 

< u Jl. <J| 

To decipher a message^ one takeB the first 20 cipher letters, aligns^ them 
tJto ftaxA*.- 



A an the devict^Jthe disks having been assembled on the Shaft in accordance w^T^ 



^tb 



the prearrang ed or key sequen ce) end then eme turns the whole cylinder, searching 

01ML ** ~Jb 



for a row of letters which foam Intelligible text. There will be. only one such 



row, and the plain-text letters are recorded. Then the next 20 letters of cipher 



are aligned, etc. 



0OOVt/ 



Ta Jb 6gS /Another French crypt ologist, the Marquis de Vlarls, showed haw 



messages prepared by means of the Bazeries cylindrical cipher could be ^olvedT^p' 



Maybe that Is why Bazeries wasn't too successful In his attempts to get the 



French Army to adopt his device. But In the U. S. there were apparently none 



who encountered either what Bazeries or de Vlarls wrote an the subject. Capt. Parker 



Hitt, U. S. Army, whom X have mentioned in a previous lecture. In 190L5 invented 



a device baaed upon the Bazeries principle but not in the form of disks mounted 



upon a central shaft. Instead of disks, Hitt's device used sliding strips and here 



Is a picture of his very first model^which he presented to me same time In 1923 



or 1924 (Fig. 18) . But I learned about his device some time In 1917 while still 

at Hlverbank, and solved one challenge message put up by Mrs. Hitt, a Rlverbank -J J 
guest for a day. ^1 didn't use anything like what I could or might have learned 



LIXrt de chlffrer et de dechlffrer lee d^peches secretes » Paris, lf$3, P 100. 
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because at that tine I hadn't yet come across the de Vlarls 



book. Z solved the message ly guessing the key Mrs. Hitt employed to arrange 
her strip alphabets. She wasn't vise to the quirks of Inexperienced cryptographic 
clerks; she used EEYERBANK LABORATORIES as the key. Just as 1 suspected she 

i 

would. Die device she brought with her was an improved model: the alphabets 

ft* fUXBbv ue*jt, 

were an paper strips glued to strips of wood, as seen In Fig. 19- 

Capt. Hitt brought his device to the atte&blonoof the then Major Mauborgne, 
wham I have also mentioned In a previous lecture and xzho was then an duty In the 



Office of the Chief Signal Officer In Washington. Diere 1 b some question as to 



fax 



whether It was Hitt who brought his device to Mauborgneb attention; Mauborgne 

A 



later told me that he had Independently conceived the Invention and^ moreover, 



had made a model using disks Instead of strips. I have that model, a present 
from General Mauborgne many years later, . It Is made of hwna, very heavjr^ on 



the peripheries of 



which he had engraved the letters of his own 



specially-devised alphabets. In 1919, after my return to Rlverbonk from my service 



In the AEF, Mauborgne sent Rlverbank the first 25 letters) of a set of mm 25 



messages enciphered by bis device and alphabets. He also sent the same data 

to Major Yardley, in G-2. Nobody evetf solved the messages, even after a good deal 

of work and even after Mauborgne told us that two consecutive words In one of the 

challenge messages were the words "are you." Many years later I found the reason 

for our complete lack of success, when I came across the plain texts of those 

messages In a dusty did file In the Office of Chief Signal Officer. Here Is a 

A 

picture of the beginning of the first six messages (Fig. 20 ) . Mauborgne, when 
I chided him on the unfairness of Ms challenge messages, told me that he had not 



prepared them himself— he had anua83es&£sgIj(l^or Fowler was Ms name, I still 
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remember it!) prepare them. In our str uggl es to solve the challenge mesBBgeB 
had assimed that they would contain the usual sorts of words found as the initial 
words of military messages. It was the complete failure hy RLverbank and G-2 



"TV* 



to solve the challenge messages that Induced Mauborgpfe to go ahead with the 
development of his device. It culminated In what became known aa Cipher Device, 
type M-9^. Here is a picture of it (Fig. 21). That device was standardized and 
used for at least 10 years in the. Army^Sd^ Navy Ce»*V 
In 1922, a war-time colleague, the late Capt. John M. Manly (Prof, and 



Head of the Department of Boglish at the University of Chicago) brought to my 
attention a photostat of a holographic manuscript in the. collection of Jefferson 

A _ " ■ ■ 

Papers In the Library of Congress. It consisted of two pages entitled "The 
Wheel Cypher" and here is a picture of the second page (Fig. 22) showing Jefferson's 

1 

basis for calculating the number of permutations afforded by the set of 3 6 wheels 



of his device. He didn't h&taogst thcoAkenthedibgltilllcatlon; he didn't have 

an electronic digital computer— -for the total number 1 b astronomical in size. 

Jefferson anticipated Bazerles by over a century, 

Ar^ o£L~~Or£Z ft. 

It aoon became apparent to both tfiF Army and tH Navy crypt ologists that a 
great increase in cryptoaecurlty would be obtained if the alphabets of the M-94 
device could be made varie^e inatead^adag dftfated.. There began efforts in both 



services to develop a practical instrument based upon this principle. I won’t 



take time to show all these developments but 



the final form of the Army 



Strip Cipher Device type, M-138-A (Fig. 23.). This form used an aluminum base 



Into which channels were cut to hold pager cardboard strips of alphabets jShlch 

be. 

could be slideeaslly within the channels . It may^of interest to you to learn that 



23 



/frldL. 

[ /rvJ&Ar 



eCJ&W AmM 64* **i*JU. »f 
— — _ - >"?.2-^L U.S. Aa£u^-&* 

xLw£/ Jfe oat, q^A* O Wci ft; gltIe S l 

• r A ■ k ^ L . *- ■* - fc 




^ / owXTv 3 ^j^ u * jl > vr t***^*® • Uw ^t •-* 

^ . /*> --- .-' . ■ ■ i • ■ ~ ~ _ ^ 

after I had~gfven tip in ay attempts to find a firm which would or could make 

«Ll«j 

such ^ grooved device In quantity, Mrs. Frledman^MMedtofemmt behalf of her own 
fu icxneAaA i — ^ oCMmkuuZ*& ^<n«]jt 

Strip^iphejv-Bevlce^Ttype M-138-A, 



group In the U. 3. Coast Gt&rdy^, 1 



,3&*6 Mh%S> ^6* K\rtA^k* C^pOj 

taed from 193? to 1944 or 1942 hy the Amy. the navy, the Coast Guard, 

\ * l\ « 

MJ Ij j|^ 

State 






AwJi 

Department. It was used as a hack-up system even after the dew Services 

*ma*4v h&JOC' *-^v**\a 



as well as the Department of State began employing -cipher machines 

of high speed and security. 

Unis far we have been dealing with cipher devices of the so-called "hand- 
operated" type. Hone of them can really he considered as being "machines," that 
la apparatus employing mechanically-driven members upon which alphabetic sequences 



Ap/uia^ejA y 

can be mounted so that canstantly-changlng^series of cipher alphabets are 
produced. We come now to^ types of apparatus which can be called f£ machines . ont. 

<|h«x1mOU A4> 

such the — shown In Fig. 24. It la called the KHXHA, the name of its 
German Inventor, who unfortunately committed suicide a few years ago, pezhgpe 
becauae ^h e *ad±edH» ma ke a success e f hls in f r e n t l e a . Hie Kryha has a fixed 
semi-circle of letters against which Is Juxtaposed a rotatable circle of letters. 

Both sequences of letters can be made mixed alphabets (the segments are removable 
and Interchangeable on each sequence). Hie handle at the right serves to wind a 

cfiocfe. 

rather powerful m oil ed steel spring which drives the rotating member an which 

A 

the letters of the Inner circle are mounted. In Fig. 25 can be seen something 
of the Inner mechanism. Hie large wheel at the right has segments which are open 
or closed, depending upon the "setting" or key. Ibis wheel controls the 



angular displacement or "stepping" of the circular rotating platform upon which 
the letters of the cipher sequence are mounted. Hie initial Juxtaposition of the 
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of the Inner or moveable alphabet against the outer or fixed one as veil as the 
composition of these alphabets Is governed by some key or other prearrangement. 

The cipher equivalents must be recorded by hand. After eacl^enclpherment, the 
button you sav In the center of the panel In ^he prec eding)p*ig . 2h) is pushed down j 
the Inner wheel^advanced l, 2, 3# ^ ■ • . 
and the next letter Is enciphered, etc. Die pictures I've shown you apply to the 
latest model of the Kryha; as regrade the first model, which came oon the market 
sometime In the lgBO's^a German mathematician produced an impressive brochure 
showing how many different permutations and combinations the machine afforded. 
Here's a picture of a couple of pages of his dessertatlon (Fig. 26) but even 
In those days professional cryptanalysts were not too-impressed by calculations 
of this sort. With modem electronic computers such calculations have become 
of even less significance. 

Let us now proceed with some more complex and more secure machines. In 

this next slide (Fig. 27) you Bee a machine which represents a rather marked 

* 

Improvement by a Swedish cryptographic firm upon the ones shown thus far. It 
Is mechanl co-electrlcal machine designated as Crypt ographe B-211 . Here for 
the first time you see a cryptographic machine provided with a keyboard similar 

i 

to that on an ordinary typewriter. Depressing a key on this keyboard causes 

a lamp to light under one of the letters on the Indicating bank above the keyboard. 

* 

At the top of this machine can be seen four wheels In front of two rear wheels. 

The four front wheels are the Rotating elements which drive the two rear wheels^ 

the latter are electrical ccanu&ators that serve as connection-changers to change 

• the circuits between the keys of the keyboard and the lamps of the Indicating 

board. There Isn't time to show you the- Internal works which control the rotating 
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elements and ciphering wheels (you vill see them later) but I must show you 
the next step In the Improvement of such cryptographic machines, which made it 
possible to eliminate the tedious job of recording, A bwt hand on paper, the 
results of encipherment or decipherment. This vas done by means of a printing 
mechanism -Which was associated with the cryptographic machine. Here is a slide 
(Fig. 28) -which shows the assembly— the B-211 connected to a Remington, typewriter, 
modified to be actuated by Impulses from the cryptographic machine. Of c our Be, 
it was natural thay' the next step would be to make the recording mechanism 
an integral part of the cryptographic machine^. This you can see in the next slide 
(Fig. 30), in which the four rotating members referred to in connection with 



Fig. 27 end which control the two cammutators also mentioned In connection 






cdUtsX Vi. 



with Fig . fi r are clearly seen. The slide-bar mechanism at the rlghl^ontrols 

X 

the displacements of the printing wheel in front of tho alias bar meehemdsm and 
causes the proper letter to be printed upon the moving paper tape seen at the 



front of the machine. 



Dow we came to the nextand a very Important development, one first 

\ 0&0 

conceived by a European inventor ^ 8* was followed soon thereafter^ but 

& 

independently^ by an American Inventor. In this advance the circuits between the 

keys of the keyboard and the lamps of the indicating board axe varied by electrical 
OCuudt caMfljL trX&iAfy At&JJr* fLo&Xas 

geteH fig members called “stators” In Europe the first of such machines put upon 



the market for purchase by anyone desiring one is shown in the next slide (Fig. 33-) . 
The machine was app r opriately named the HJIGMA— for solution of messages enciphered 



by its means was believed to be Impossible, or nearly so. 
4$^ £ £vo-*>e o-jl. 

J 0 -Vt- 
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In Fig. 1 at the left (labeled I) la seen the machine with the top cover plate 

closed. At the frost is the keyboard; above it the Indicator board, consisting of 

lamps underneath glass disks upon which letters have been inscribed. Above the Indicator 

hoard and to the left are seen the pelrpberles of four metal notched wheels, at the 

h/ 

left a switch button vhich can be set to "encipher", "decipher" or "neural" positions. 

i 

At the right in Fig. 1 (labeled II), the top cover plate has been removed, exposing 
the internal ciphering mechanism. Three rotors or connection changers "in cascade” 
can be seen attached to notchedrrings. The rotors smewarfcsfrnhla and serve to change 
the circuits between the keys of the keyboard to the lamps of the indicator board. 

In such a rotor there is a circle of 26 equally- spaced contacts on the left facte and 
a similar circle of contacts on the fight face; wires passing through to rotor connect 
the contacts on the two faces, two by two, and these connections are arbitrarily made. 
The rotors have engraved or painted an their peripheries the 26 letters of the 



alphabet which letters chn be seen through small windows in the cover plate, so that 

the rotors can be aligned to the initial key setting. At the left of the first rotor 
' &ator StSfc*- 



is a e a t er, on the periphery of which are also 26 letters of the alphabet. This 
also has a circle of 26 equally=spaced contacts, but^ these are only on its right face 
and the contacts are connected by wireB to 26 double-pole, double-throw switches 



operated by and associated with the 26 keys^ of the keyboard. The connections 

<tflXeV 

between the 26 contacts on the ^ta rt e r and the 26 switches of the keyboard are fixed. 

$ todtot 

But the .starter is rotatable and its position at any time can also be seen through a 
window, labeled 3 In Fig. 1 (I), so that the initial setting of the yt a rt ea r and the 
three rotors can be seen through the four windows. The initial settings of these 
four elements constitute the key ©for the starting point in ciphering operations. 

I used the expression "in cascade" a moment ago, in referring to the totors, which 
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b I mply means that the current initiated by depressing a key of the keyboard passes 



through the stator and then through all three rotors before reaching a lamp of the 
Indicator hoard. In the ENIGMA, when the current exits from the thlrd^ that is, the 



jOC 



last rotor at the rlghtj a ayea enters Into another stator also having a circle of 



2 6 contacts; but these are only its left face. This stator it jflxed^oV non-rot stable. 



and its contacts a re connect ed^tvo by two ^ by 13 internal vires. This stator. 



a # _ 

called a reflector, serves to teturn the current, which exits from one of the 26 



contacts on the right face of the third rotor, back into ongbf the &r contacts on 



AX 



the right face of that rotor, thence back through contact on the left face of that 

A 



rotor into a contact on the rlgibt face of the second or middle^ " " 






to a contact on the right face of £hast left-hand stator. Thaclrcuitry in this machine 



insures that if Ap=K^, for example, then Kj^-Ac, in the same position of the rotors. 



that is, the cipher process is reciprocal in nature. The circuitry can be^ seen in 



as/ 



Fig. 32. It also has^a consequence that ho letter can encipher itself that is, Ap, 



for example .can never he represented by Aq, no matter what position of the three 

/ i 



rotohs and the left-hand stator happens to be. The same is true of all the other 25 



letters of the alphabet. The three rotors are interchangeable, so that 3x2x1 or six 



penmztative arrangements of these rotors is the maximal possible, since in this construction! 



the rotors cannot he inserted In an "upside-down" position. In other types of such 



machines the rotors are made so that they can he Inserted in either a "rightside^p" JLc 



JUw OlW 



or 1 ' upside -down" position. This makes possible a maximum of 6x4x2 or 48 permutations 



of the three rotors. Of course, if 



more than three rotors are 



available^ from which a selection of three can he mde^the possibilities Increase very 



considerably. The stator at the left can be moved only by hand; the reflector at the 



right is fixed In this model of the ENIGMA. Depressing a key of the keyboard 



causes the first rotor to advance one step, thus changing the 
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circuit from the left-hand stator, thence through the rotors to the reflector, thence 
hack through the rotors to the left-hand stator thus causing a second depression 
of the same key to produce a different equivalent. I won't take the tine to tell 
you about hov the rotors are caused to advance so that ^ver IT t ho usa n d betters can 
he enciphered before the window settings of stator and rotors return to their initial 
alignment. ^The total number is not in this case 26$ or rp76 hut 16,900 (26x29x26) 
for technical reasons which there isn't time to explalnTJ Power for the electrical 

i 

circuits is provided by small dry cells In the box at the up per right In Fig. 31 (il). 

The original ENIGMA, enjoyed a fair degree of success in sales hut it was by no 



means spectacular. When Hitler came Into power, further sales were prohibited. 

'TfJ 

Suffice it to say that it became the basis for machines used by the German Armed 



Forces In World War II. 



Cw JlmJ- iqVO) rruto/ 

In the U. S.^a California inventor nsme^ Hebera inde pertly conceived a waeMwfe 

J Uirt i iwJLciMCUft, 



which he called an "electric code" . 



simi lar to the EHICMA but with same Important 



differences: the cipher alphabets produced by it were not reciprocal and, moreover, a 



plain-text letter could represent itself in the cipher text. Habern managed to avoid these! 



two weaknesses by incorporating a switch plate which could he set one way for 



enciphering end deciphering another way. On the other hand, not as is the case of the 



ENIGMA., the electrical currents^ made only one traverse through the rotorsjr ether than 

two JA Ib- encipherment the current went in one direction through the rotors and in 

jpojC.* 

decipherment In the reverse direction^ Here is a slide (Fig. 33) which shows Hebera' s 
very first model, which he constructed for communications of the Kii KLux KLaa. You 



will note that this model has but one rotor; also, the cipher machine is connected to 
an electric typewriter so. that hand recording of results was no longer necessary. One 
addit ional virtue of the Hebera wn/Orimi was that the wirings In the rotor were variable, 
a feature not Incorporated in the HIIGMA. rotors. Hebera Interested our Havy In Mb 






~ 
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machine and built the 5-rotor model which you see In this elide (Fig. 34) . The rotors 

are Interchangeable and can be Inserted ?rightBlde-up" or '^eide-down" ; the Internal 

wiring could be readily changed. But this was not a printing machine. Power was 

OlJUur J^/AufO W oAx wutO gw to ^ 

furnished by the email drycell seen at the upper left. The Navy was considering 
purchasing a rather number of ^hase-maabilneB ewd Liept. Strubel, the Chief of the 

A 

Navy's Code and Signal Section of the Office of Naval Conmunlcatlons , asked me to 
study the machine for Its cryptosecurity . Navy had but two machines, neither of which 
could be made available, so I induced the Chlefy Signal Officer to buy a couple of tbem A 
•fry The rotor wlrings A were altogether different from those of the Navy, a fact which 
1 discovered simply by asking StnuObel to enciphered a few letters on bis machine^ using 



settings I specified. After same study I reported that in 117 opinion the security of the 
machine was not as great as Navy thought. The result waa a challenge, which I accepted. 
Navy gave me ten messages put up an Its machine and I waa successful In solving than. 



There Isn't time to go Into the methods used, but If you are Interested you can find 

1 

them described in my brochure entitle d 

Hebern built several more models far Navy and these bad printing mechanisms associated 
with them, but Navy dropped negotiations with Hshern when it became obvious that be 
was not competent to build what Navy wanted and needed. Navy then established Its own 
cryptographic research and development unit at what is now known as the Naval Weapons 

Plant In Washington. Army developed at the Signal Corps Laboratories at Fort Mammouth 

\ 

a machine known as Converter M-134, and ^here's a elide (Fig. 35) showing what it 
looked like . Army and Navy went separate ways In such work for a number of years but 

1 

finally, In 1938 or 1939, close collaborating brought as a result an excellent machine 

rtlch ™ art pro toad In vrtltyfa th.'WjJ. Onnortixa In Chicago. 

| 

This m a chine was distributed and used very successfully by all our Aimed Forces from 

1 

1940 to the end of World! War II and for some years thereafter. This waa a rather 



